
Data Processing Agreement 

 

THIS AGREEMENT is made on the date of the submission of this current form  

BETWEEN: 

1.The Individual Doctor submitting this form online (incorporated in, or existing and established under the laws of England and Wales) whose 
registered office is at (the "Controller")  

2. Hook Services Ltd  (incorporated in, or existing and established under the laws of England and Wales) whose registered office is at Flat 21, 41 
Carlton Drive, London, England, SW15 2DG (the "Processor").  

 

Background (A). The Controller processes Personal Data in connection with its business activities. (B). The Processor processes personal 
data on behalf of other businesses and organizations. (C). The Controller wishes to engage the services of the Processor to process and 
store personal data on its behalf. This may include the use of cloud-based software services that include the processing and/or storage of 
personal data. (D). The personal data to be processed will include a. special category data relating to health b. personal data relating to 
healthcare professionals (E). In compliance with the GDPR, the Controller and the Processor wish to enter into this Agreement.  

THE PARTIES HEREBY MUTUALLY AGREE AS FOLLOWS: 1. DEFINITIONS AND INTERPRETATION 1.1 In this Agreement the following words 
and phrases shall have the following meanings, unless inconsistent with the context or as otherwise specified: "GDPR" shall mean the General Data 
Protection Regulation (Regulation (EU) 2016/679); "personal data" shall mean any information relating to an identified or identifiable natural person 
('data subject'); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number, location data, an online identifier or to one or more factors specific to his physical, physiological, genetic, mental, 
economic, cultural or social identity of that natural person; "data concerning health" shall mean personal data related to the physical or mental 
health of a natural person, including the provision of health care services, which reveal information about his or her health status; "controller" shall 
mean the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of 
the processing of personal data; where the purposes and means of such processing are determines by the controller, the law or any applicable UK 
legislation; "processing of personal data" or "processing" shall mean any operation or set of operations which is performed on personal data or 
on sets of personal data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or 
alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, 
erasure or destruction; "third party" shall mean a natural or legal person, public authority, agency or body other than the data subject, controller, 
processor and persons who, under the direct authority of the controller or processor, are authorised to process personal data;  
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"technical and organisational security measures" shall mean measures to protect personal data against accidental or unlawful destruction or 
accidental loss, alternation, unauthorised disclosure or access and against all other unlawful forms of processing. "personal data breach" shall 
mean a breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, personal data 
transmitted, stored or otherwise processed.  

2. CONSIDERATION In consideration of the Controller engaging the services of the Processor to process personal data on its behalf, the Processor 
shall comply with the security, confidentiality and other obligations imposed on it under this Agreement.  

3. OBLIGATIONS OF PROCESSOR 3.1 The Processor agrees to implement appropriate technical and organisational security measures to ensure 
processing meets the requirements of the GDPR and any applicable UK legislation, and is otherwise secure. 3.2 The Processor agrees to only act 
on the written instructions of the Controller (unless required by law to act within such instructions). 3.3 The Processor agrees to provide the 
Controller with whatever information it needs to ensure that it has the technical and organizational security measures required by the GDPR and any 
applicable UK legislation. 3.4 The Processor agrees to assist the Controller in providing subject access and allowing data subjects to exercise their 
rights under GDPR and any applicable UK legislation. 3.5 The Processor agrees to assist the Controller in meeting its GDPR obligations (and any 
obligations under any applicable UK legislation) in relation to the security of processing, the notification of personal data breaches and data 
protection impact assessments. 3.6 The Processor agrees to submit to reasonable audits and inspections by the Controller. 3.7 The Processor 
agrees to inform the Controller immediately if it is asked to do something infringing the GDPR. 3.8 Nothing within this Agreement relieves the 
Processor of its own direct responsibilities and liabilities under the GDPR or any applicable UK legislation.  

4. CONFIDENTIALITY 4.1 The Processor agrees that it shall maintain the personal data processed by the Processor on behalf of the Controller in 
confidence. In particular, the Processor agrees that, save with the prior written consent of the Controller, it shall not disclose any personal data 
supplied to the Processor by, for, or on behalf of, the Controller to any third party unless required by the law and any applicable UK legislation. 4.2 
The Processor shall not make any use of any personal data supplied to it by the Controller otherwise than in connection with the provision of services 
to the Controller. 4.3 The obligations in clauses 4.1 and 4.2 above shall continue indefinitely after the cessation of the provision of services by the 
Processor to the Controller. 4.4 The Processor confirms that all people processing the data are subject to a duty of confidence. 4.5 Nothing in the 
Agreement shall prevent either party from complying with any legal obligation imposed by a regulator or court. Both parties shall however, where 
possible, discuss together the appropriate response to any request from a regulator or court for disclosure of information.  

5. SUB-CONTRACTING 5.1 The Processor shall not sub-contract any of its rights or obligations to any third party under this Agreement without 
the prior written consent of the Controller.  
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5.2 Where the Processor, with the consent of the Controller, sub-contracts its obligations under this Agreement to any third party it shall do so only 
by way of a written agreement with the Sub-Contractor which imposes the same obligations in relation to the security of the processing on the Sub-
Contractor as are imposed on the Processor under this Agreement. 5.3 For the avoidance of doubt, where the Sub-Contractor fails to fulfill its 
obligations under any sub-processing agreement, the Processor shall remain fully liable to the Controller for the fulfillment of its obligations under 



this Agreement.  

6. TERM 6.1 This Agreement shall continue in full force and effect for so long as the processor is processing personal data on behalf of the 
Controller. 6.2 The Processor agrees to on receipt of instructions from the Controller to erase, delete or return all personal data unless prohibited 
from doing so by any applicable UK legislation.  

7. GOVERNING LAW 7.1 This Agreement and any dispute or claim arising out of it or in conjunction with it or its subject matter or formation 
(including non-contractual disputes or claims) shall be governed by and construed in accordance with the national law of the England and Wales.  

AS WITNESS this Agreement has been signed on behalf of each of the parties by its duly authorised representative on the day and year first above 
written. 

SIGNED on behalf of Hook Services Ltd 

(Authorised signatory): Korosh Majidi  

(Name Title): Director   

 

 

 

 

SIGNED on behalf of: The Individual 
Doctor submitting this form online 

(Authorised signatory):  

(Name Title):  

 

 

 

9-04-2020 3/3 Data Processing Agreement  


